Client Alert

June 2012

HITECH Audit Protocols Released by OCR
On June 26, 2012, the Office of Civil Rights (“OCR”) of the Department of Health and Human
Services (“HHS”) released the protocols developed to conduct audits required by the Health
Information Technology for Economic and Clinical Health Act (HITECH) under the American
Recovery and Reinvestment Act of 2009. Section 13411 of HITECH requires HHS to provide for
audits to ensure that covered entities and business associates are in compliance with the regulations
promulgated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”).
An audit pilot program, in which OCR intends for 115 covered entities to be audited by KPMG to
assess privacy and security compliance, began in November 2011.
Twenty covered entities,
including several healthcare clearinghouses, group health plans, hospitals and other providers, were
audited in the first quarter of 2012 to test the initial audit protocols developed by OCR. The
remaining audits in the pilot program, which will be informed by the results of the first twenty audits,
will be completed by the end of 2012. OCR has indicated that all covered entities and business
associates are eligible for an audit, and will select a broad range of types and sizes of covered
entities and business associates for the remainder of the pilot program.
The protocols released by OCR contain detailed audit procedures used to assess covered entities’
processes, controls, and policies in connection with their obligations under the HIPAA Privacy and
Security Rules and Breach Notification standards. Each audit is tailored to address the elements
relevant to the type of covered entity being audited. The audit protocol module for the Privacy Rule
addresses requirements for notices of privacy practices for protected health information (“PHI”),
rights to request privacy protection for PHI, access of individuals to PHI, administrative
requirements, uses and disclosures of PHI, amendment of PHI, and accounting of disclosures. In
addition, the Privacy Rule module covers requirements for the Breach Notification Rule. The
Security Rule module includes audit procedures that concentrate on requirements for administrative,
physical, and technical safeguards.
Covered entities and business associates should consider conducting internal reviews of their
policies and procedures regarding the HIPAA Privacy and Security Rules and Breach Notification
Standards in light of the audit protocols developed by OCR.
For more information, please contact Linda A. Malek, Chair of the Healthcare Group, at
lmalek@mosessinger.com and 212.554.7814 or JoAnna R. Nicholson at jnicholson@mosessinger.com or
212.554.7661.
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Since 1919, Moses & Singer has provided legal services to diverse businesses and to prominent
individuals and their families. Among the firm's broad array of U.S. and international clients are
leaders in banking and finance, entertainment, media, real estate, healthcare, advertising, and the
hotel and hospitality industries. We provide cost-effective and result-focused legal services in the
following primary areas:
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Accounting Law Practice
Advertising
Asset Protection
Banking and Finance
Business Reorganization, Bankruptcy and
Creditors’ Rights
Corporate/M&A
Global Outsourcing and Procurement
Healthcare
Hotel and Hospitality
Income Tax
Intellectual Property
International Trade
Internet/Technology

· Labor, Employment & Employee
Benefits
· Legal Ethics & Law Firm Practice
· Litigation
· Matrimonial and Family Law
· Privacy and Cybersecurity
· Private Funds
· Promotions
· Real Estate
· Securities and Capital Markets
· Securities Litigation
· Sports & Entertainment
· Trusts and Estates
· White Collar Criminal Defense and
Government Investigations
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Disclaimer
Viewing this or contacting Moses & Singer LLP does not create an attorney-client relationship.
This is intended as a general comment on certain developments in the law. It does not contain a complete legal analysis or
constitute an opinion of Moses & Singer LLP or any member of the firm on the legal issues herein described. This contains
information that may be modified or rendered incorrect by future legislative or judicial developments. It is recommended that readers
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not rely on this general guide in structuring or analyzing individual transactions or matters but that professional advice be sought in
connection with any such transaction or matter.
Attorney Advertising
It is possible that under the laws, rules or regulations of certain jurisdictions, this may be construed as an advertisement or
solicitation.
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